_ NHAN DIEN PHUONG THUC, THU POAN HOAT PONG
CUA CAC POI TUQNG GIA DANH, MAO DANH CAN BQ QUAN POQI

I. NHUNG PHUONG THUC, THU POAN PHO BIEN
1. Goi dién xung la can b, chi huy don vi trong Quan doi

Cac dbi tuong tim cach thu thap thong tin hoat dong quan su ctia don vi, 1anh dao,
chi huy, can b0 trén Internet, trang mang xa hoi va nhitng ngudi than quen; tuy thudc vao
s6 luong thong tin thu thap dugc, tién hanh xay dung kich ban lira dao phu hop véi muc
dich cua ching, cu thé:

- Sur dung dién thoai hodc tai khoan mang xa hoi tu gioi thiéu 1a can bo Quan doi,
dang 1a chi huy, quan 1y chién si, sau d6 lién hé voi gia dinh ctia quan nhan cung cap
thong tin khong dtng sy that (chién si 1 con, em cia gia dinh giy thiét hai tai san cua
don vi, dang trong qué trinh xem xét xtr 1y ky luat; néu gia dinh chuyén tién vao sé tai
khoan dé dén bu thiét hai thi don vi s¢ bé qua 18i vi pham, néu khong chuyén tién s& bi
khoi t6, xir Iy theo phap luat) tao tdm 1y hoang mang, lo so; dan du gia dinh quan nhan
chuyén tién vao s tai khoan dé chiém doat.

- Déi twong st dung sb dién thoai, tai khoan Zalo (ding tai hinh anh quan nhan
mac quan phuc dé tao niém tin), goi dién dén cic nha hang, ctra hang trang thiét bi, dich
vu nau an, co s mua ban ciy gidng, ... dong thot gui dia chi chinh xac ctia don vi thong
qua umg dung dinh vi trén dién thoai. Tiép dén, cac dbi tuong diat mua thém rugu, sim
quy dé lam qua biéu; cac loai phan bon, thuoc bao v¢ thyc vat ma cac mat hang nay
khong pho bién. Khi nha hang, co so cdy giéng khong tim duogc ngudn hang theo yéu
cau, d6i tuong lira dao s& huéng dan lién hé véi ngudi cung cip (noi ¢o nguon hang),
thuc chat day ciing 1a d6i tugng trong nhom lira dao cua chung. Sau khi chuyén tién coc
qua s tai khoan thi chiing cat lién lac.

2. Tao cac trang nhom, gia mao dé lira dio, truc lgi

Céc ddi tugng tao cac trang nhom trén Zalo, Facebook,... thuong xuyén sao chép,
dang tai cac ndi dung lién quan den Quan doi, hau phuong chién si gia danh dé kéu goi
quyén gop, hd trg, chiéu md tuyén sinh, tuyén quén, tuyén dung hodc ding tai cac thong
tin khong chinh thong nham muc dich xuyén tac, bdi nho hinh anh.

3. Gia mao, mao danh quan nhén, tai li¢u, con dau

Péi tuong dat mua nhicu quan phuc, quan ham, bién tén, lam gidy to gia,... chup
nhiéu hinh 4nh mang mic quan phuc dé tao niém tin, tu xung 1a can bo Quan doi, giol
thiéu ban than la ngudi c6 moi quan h¢ rong, c6 kha nang can thiép, tac dong dén nhiéu
linh vyc ciing nhu chay chire, chay quyén, chay tuyén dung,... nham thyc hién hanh vi
ltra dédo, truc loi bét chinh, lira gat tinh cdm hoac don thuan 13 thé hién ban than.



4. Str dung Deepfake, chinh sira giong noi-video-hinh anh Quan déi
Céc ddi twong thu thap thong tin, hinh 4nh, giong ndi ctia quan nhan, thong qua
cac ing dung c6 chirc nang chinh stra giong noi-video-hinh anh (nhu Deepfake) dé mao

danh ca nhan, lanh dao trong Quén doi goi dién dé ra 1énh, yéu cau chuyén tién hodc thuc
hién theo céc kich ban cta di tuong nham muc dich lra dao, chiém doat tai san.

1. DAU HIEU NHAN BIET

- Péi tuong yéu cau phai xr Iy nhanh, chuyén tién gap, cung cdp OTP, mat khau,
ma xac thuc. Kéu goi ung ho nhung chuyén tién vao tai khoan ca nhan.

- Dia chi lién hé, s6 dién thoai khong khép véi cd nhan, don vi Quéan doi. Tac
phong, diéu 1énh khong chuan muc; video clip, am thanh bat thuong vé dnh sang, hinh
anh, giong diéu.

- Van ban, quyét dinh sai thé thire, con déu, sai tén co quan, don vi; chit ky mo,
sai dinh dang, gt qua kénh khong chinh thuec.

- Nguoi lién hé né tranh viéc xac minh, khong cho gép truc tiép, héi thic thuc
hién ngay.

II. NHUNG VIEC CAN LAM NGAY

- Tuyét d6i khong cung cip mat khau, ma OTP, thong tin thu trudng, ca nhan, don
vi cho bat ky ai.

- Khéng nhan vao duong link, file la khong rd ngudn gdc.

- Xac minh, d6i chiéu ngay qua cac kénh thong tin chinh thuc.

- Luu chimg cir, chup man hinh, ghi lai s6 dién thoai, email trong truong hop nghi
ngo mao danh.

- Bao céo kip thoi cho co quan Bao vé an ninh hoac don vi céng an, quan su gén
nhat dé duoc huéng dan, xac minh, 1am rd thong tin, tranh thiét hai v€ tinh than va tai
san.

IV. BIEN PHAP PHONG NGUA

- Khéng cung cip thong tin ca nhan: Tuyét d6i khong cung cap, ding tai hinh anh,
thong tin cd nhan, dong doi, don vi cho bat ki ai qua dién thoai, tin nhan hoac mang xa
hoi néu khong x4c thyc nguoi nhan 1a ai.

- X4c minh danh tinh: Néu nhan duogc cudc go1 tr nguoi ty xung la can bo quan
doi, hay goi dén s6 dién thoai chinh thirc cua co quan d6 hoac lién h¢ qua cac kénh chinh
thirc dé xac minh thong tin.

- Khong chuyén tién: Khong cung cép sb tai khoan ngan hang, OTP, mat khau
cho bat ky ai; khong chuyén tién hoac thuc hién giao dich tai chinh theo yéu cau cua
nguoi la, k€ ca khi bi de doa hodc dugc hira hen 191 ich.

- Canh giac voi cac duong link va ing dung la: Khong cai dét ing dung, nhén vao
cac duong link khong rd ngudn gde dugc giri qua tin nhan hodc mang xa hoi.



- Tuyén truyén, phé bién cho gia dinh, dia phuong, cac trang, nhém ndi b vé céc
phuong thure, thu doan gid danh, mao danh quan nhéan, don vi Quan doéi./.
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