_ UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc 14p — Tw do — Hanh phic

Sé: 130 /SGDPT-QLCL-CPS Tdy Ninh, ngdy 16  thang 7 ndm 2025

Ve viéc trién khai bao dam an toan
thong tin cho c4c nén tang s6 dung chung

Kinh gui: - Céc phong thuc S& Gido duc va Dao tao;
- Hiéu trudng cac trudng pho thong;
- Hiéu truéng cac truong mam non, mau giao;
- Hiéu truong Truong Khuyét tat tinh Tay Ninh;
- Giam ddc trung tim GDTX, trung tim GDNN-GDTX;
- Giam d6c Trung tdm Gio duc thudng xuyén - Ky thuét tong hop;
- Giam ddc Trung tam Nudi day tré Khiém thi tinh Tay Ninh;
- Hiéu truong Trudng Trung cap Kinh té - K§ thuat Tay Ninh.

Thue hién Cong vin sd 56/SKHCN-CDS ngay 08/7/2025 cua S& Khoa hoc
va Cong nghé vé viéc trién khai bao dam an toan thong tin cho cac nén tang sb
dung chung cua tinh, Gidm ddc S& Gido duc va Pao tao yeu cau lanh dao cac
don vi, trudong hoc thuc hién nhu sau:

1. T6 chirc tuyén truyén, phd bién, quan triét cho cong chuc, vién chirc nim
rd Luat An ninh mang nim 2018, Nghi dinh s 53/2022/ND-CP ngay 15/8/2022
cua Chinh phu quy dinh chi tiét mot sd diéu cia Luat An ninh mang, Nghi dinh
s6 13/2023/ND-CP ngay 17/4/2023 cta Chinh phi vé bao vé dit liéu c4 nhan;
huéng dan cac bién phap ting cudng bao dam an ninh mang cho hé théng thong
tin quan trong vé an ninh quéc gia. Phin cong trach nhiém cu thé trong chi dao,
trién khai thuc hién cong tac bdo v€ an ninh mang, bdo vé hé théng thong tin
trong yéu, bao vé dir liéu ca nhan; xir Iy nghiém theo quy dinh cic vu viéc giy
mat an ninh mang, 10 mat bi mat nha nuée, vi pham dit li¢u c4 nhan trén khong
gian mang.

2. T6 chirc tuyén truyén, phd bién nhdm nang cao nhan thirc, trach nhiém cta
cong chuc, vién chirc ddi véi cong tac dam bdo an ninh, an toan hé théng mang,
bao v€& bi mat nha nudc, khong tiét 16 thong tin dir li¢u ca nhan trén khong gian
mang; thuong xuyén cdp nhat, thuc hién nghiém cac thong bdo, canh bao cua co
quan chuyén trach vé cac loai hinh tan cong mang, t6i pham mang, t6i pham str
dung cong nghé cao, nguy co mat an ninh mang, xAm pham dit liéu ca nhén.

3. Cai dat str dung phan mém c6 ban quyén (hé diéu hanh, phan mém vin

phong, phan mém phong chong ma déc va cdc phan mém vmg dung khdc) va
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thuong xuyén cip nhat cac ban va bao mat cho hé diéu hanh va cac phan mém
tmg dung dé khac phuc cac 16 hong bao mat.

4. Quan triét cong chire, vién chirc khong duoc tai hodc cai dit cac phan mém
khong r& ngudn gdc, khong lién quan dén cong viéc hodc khong duoc phép cua
co quan. Han ché t6i da viée két ndi cac thiét bi luu trir bén ngoai (USB, b cung
di dong,...), khong luu tai khoan va mat khau ding nhap trén trinh duyét web.

5. CAu hinh vo hiéu hoa/tit tai khoan “Guest” hodc cac tai khoan khach trén
may tinh ca nhéan, vo hiéu hoa/tit cac két nbi khong diy nhu Bluetooth, Wifi trén
cac thiét bj khéng c6 nhu cau sir dung hodc khong 1am viéc. V6 hiéu hoa cac tinh
nang diéu khién tir xa (Remote Desktop, TeamViewer, AnyDesk,...) va truyén
phat khong day (Chromecast, Miracast,...) trén cac thiét bi may tinh lam viéc.

6. Chi dao cac can bg, cong chirc, vién chirc dinh ky 06 thémg/lén thue hién
thay doi mdt khdu céc tai khoan dugc cdp dang sir dung cac hé thng thong tin
dung chung cua tinh (Hé thong gidi quyét thii tuc hanh chinh, phdn hé Mgt cira
dién tir, Hé thong Qudn Iy van béan va diéu hanh, Hé thong Quan 1y cdn bg cong
chirc, ...) theo dung quy dinh, yéu cau vé dam bao an toan thong tin, cu thé: Do
dai mat khau #6i thiéu tir 8 ky tw tré 1én, bao gdm su két hop ddy du giita chi
hoa, chir thuong, ky tu $6 (1,2,3,..) va ky tu dac biét (@, #, 3, !, %, *, ?, &,...);
stt dung mat khau khac nhau cho ting tai khoan dé dé phong viéc tin tic sir dung
mot mat khau dé truy cap vao tit ca cac tai khoan. Tuyét déi khong tiét 16 mat
khau cta ca nhan cho ngudi khac, ciing nhu giao tai khoan mat khau cho ngudi
khac str dung thay minh.

7. Céc don vi truong hoc chu trong cac bién phap bao mat dbi vai hé thong
mang nodi b can cau hinh phan vung mang 1o rang: Thyc hién phan ving mang
r0 rang thanh cdc vung riéng bié€t nhu: Vung ndi bd (danh ri€ng cho can bo cong
chtre, vién chtrc); Vung khach (danh cho nguoi dan truy cap Wifi cong cong);
Dit mat khau manh cho céc thiét bi phat Wifi (bao gém chit hoa, chir thuong, sd,
ky tu dic biét va c6 do dai téi thiéu 8 ky tw), tit tinh ning WPS, thay d6i mat
khau mic dinh va dinh ky thay doi mat khau.

8. Chu dong ra soat dinh ky ndi dung trén Trang thong tin dién tir cua don
vi dam bao céac thong tin dugc dang tai (nhu thu tuc hanh chinh, chinh sach,
thong bao, tin tirc) ludn chinh xéac, day dii va cap nhat theo quy dinh méi nht,
dam bao.

9. Tién hanh kiém tra ra soat, xay dung hoan thién cac quy dinh, quy trinh,
quy ché, hudéng dan vé bao vé an toan, an ninh mang.

10. Cir cong chtre, vién chtrc tham gia day du cac dot tap huin, bdi dudng,
nang cao kién thirc, k§ ning cho doi ngii phu trach cong nghé thong tin, an ninh
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mang nham dap ung nang lyc, yéu cau bao v€ an ninh mang va bi mat nha nudc
trén khong gian mang.

Giam doc S¢ Gido duc va Pao tao yéu cau thu trudong cac don vi nghiém
tac ndi dung cong vin nay. Trong qué trinh trién khai thuc hién néu don vi ¢o
kho khin, vuéng mic lién hé Ong Tran Ngoc Linh, Phong Quan 1y chat luong —
Chuyén doi sd, s6 dién thoai: 0975.558.587 (dinh kém Céng vin sb 56/SKHCN-
CBS ngay 08/7/2025 ctia S6 Khoa hoc va Cong ngh¢)./ J&

Noi nhgn: KT.GIAM DOC
PHO GIAM DPOC

- Nhu trén;

- G, cac P.GD S¢;

- Phong VHXH x4, phudng;
- Luu: VT, QLCL-CBS.
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